3apaHue:
1. 3aperucTpupoBaTtbca Ha NPo6HbIM nepuog B o61a4yHom cepsuce (Hanpumep Oracle, Google,
AWS unun gpyrue)

Google Cloud Platform 2 Moii Nepebiit Mpoext Q  [lonck ToBapos u pecypcos

[.06po noxanoeaTb, CaMMMU

HaunuTe paBoty c o6nayHon nnatdopmoit Google

HayHuTe c ocHOB

BbicTpo BcTaBauTe W GeruTe, npoBepas obue 3agaqun Yro nokpeITo
NEPEATH K KOHTPONBHOMY CIMCKY + TpoBepKa BLICTABNEHMA CHETOB, KPEAMTOB U NPOEKTOB
B

MoucK NpoAYKTOB W APl-uHTEpdeAcos

[lo6aBneHue pecypcos B NPOEKT

HacTpoitka Google Cloud ana macwratupy X, FOTOBbIX K BY KOpII
paboumx Harpysok?

Wenone3yiTe KOHTPONbHLIA CNWCOK HacTpoikk Google Cloud, npegHasHayeHHsIi Ana
AMHHHCTPATOPOB.

MoHuMaHK1e 1 pacyeT LeH

TonoBbIn NpoaykKT NPOCMOTPETb BCE

2. PasBepHyTb NepByto BUPTYaabHYyO0 mawunHy ¢ Centos7

<« g ¢ @& console.cloud.google.com O6naunan Mnatpopma Google ey ®11omumos gy B L
Google Cloud Platform Accenture-Tect ¥ Q  [Mouck ToBapos u pecypcos
{iﬁ BblUMCNUTENbHBIA [IB.. €  CBefeHWs 06 3K3eMNNape BUPTYaNbHOM MallUHbI s U B = n u ® YUHTLCA
-] BUPTYanbHan Ma.. A My6anyHan sanuce PTR DNS
Het
DK3EMNNAPbI BUPTYanbH... EpaHamayspel
v :
v

LLIa6NOHbI 3K3EMNNAPOB

CeTesbie Tern

Y3l C €IMHCTBEHHBIM a...
http-cepeep, https-cepsep

W306pakeHnA MaLllH 3awwa or yaanerma

Tny ECNM BINIOHENa SALUMTA OT YARNEHHA, IKIEMINAP HE MOKET GbiTh yAaNeH. YanaiTe
Gonblue

MurpaLma ANA BbINMCIA... 6

HeTpyaocnocoGHbiin
CKUAKM Ha OBA3ATENEHO...

3arpy3oqHeIi gHCK
B Xparerne -~ ] Waobpamenne Paamep (1B) MIMs yCTRORCTBE MMA Tun Lngpposann
vm1-centos7 centos-7-v20201112 20 vm1-centos? CTaHAapTHBIA NOCTOAHHDI Google ynp:
Auncku A AHCK
OnONHHTENBHBIE ANCKH
W Maraand A »
Het
< TNoxanbHeli gucK -
] y -

3. OTKpbITb NOPT ans SSH, ecnu TpebyeTtca.
SSL paboTaet



4. [poBepuTb, 4To SSH paboTaer.

¢ @ ssh.cloud.google.com sammyayot254@vm1-centos7:~ ) X

engine
lenciea

5. OTKpbITb TCP nopt 2233 Ha Firewall BHyTpu cuctembl (BbikaoyaTh firewall Henb3sA)

¢ @ ssh.cloud.google.com sammyayot254@vm1-centos7:~ o X

bin/firewalld —-r

tarting firewalld amic firewall daemon...
tarted firewalld - d iic firewall daemon.
WARNING: AllowZoneDrifting is enabled. This is considered an insecure configuration option. It will be re:
¢ in full.
o

ne=public

firewall-cmd

isns jenkin i kibana klogin kp
ntd mgtt mgtt-tl gl murmur m
pmwebapi pmwebapis c )

redis rp
treaming




6. OTKpbITb TCP nopT 2233 Ha ypoBHe obavHoro cepeuca. (ecnm Tpebyetcs)

o mm saL B

Q, Search products and resources

::: VPC network Firewall CREATE FIREWALL RULE C REFRESH ‘= CONFIGURE LOGS W DELETE
Note: App Engine firewalls are managed here. -
%  VPCnetworks
= Filter tat 2] m
[5  External IP addresses
Name Type Targets Filters Protocols / ports Action Priority Network f* Logs
Fir
allow- Ingres P rang ] 1000 default v
X Routes ingreﬁs—
from-iap
«*  VPC network peering default- Ingress http-serves P ranges: 0 Allov default off v
allow-http
b4 Shared VPC default Ingres rer tep:443 Allow 1000 default v
allow-
Serverless VPC access hitps
'\ﬁ\' Packet mirroring default- Ing Apply to al P ranges: 0.0.0 icmp Allow default off v
allow-
icmp
default- Ingress Pr 0.124 65534 default off v
allow-
internal
default- Ing P re Al 65534 default Off b
< allow-rrin
4 [

7. W3MeHUTb cTaHAAPTHbLIM NOPT NoAKAoYeHMA ana SSH Ha 2233

¢ @ ssh.cloud.google.com root@vm1-centos7:~ _ X




& ssh.cloud.google.com

status:
mount

ammyayot254@vml-ci
ammyayot254@vml—c

sammyayot254@vm1-centos7:~ ==

1100/
sammyay /tmp/ssh—y 7 ent.23566

mmyay
mmyay

6/
PECETY : sammyay

nano /etc/ssh/sshd_config
status
enable

enforcing
enforcing

ONN ED
ONNECTED
CONNECTED

LISTE!
ESTABLISHED € sammyay
LISTEN

d: sammyay /tmp/ vYzvIWVTVT/agent

23566

566

> semanage port _port_t

firewall-cmd --permanent

ssh

ays remaining - with a full account, y

zone=publ

u'll get unlimited access 1o all of Google Cloud Platform. DISMISS m

<l

VPC network

VPC networks

External IP addresses

Firewall

Routes

VPC network peering

Shared VPC

Serverless VPC access

Packet mirroring

Protocols and ports @
QO Allowall

@® Specified protocols and ports
tcp 2233

O udp I

[ other protocols

Vv DISABLE RULE

m CANCEL

8. Cospatb nanky TEST B home KaTtanore nonb3oBartens

e

@ ssh.cloud.google.com

sammyayot254@vm1-centos7:/home O X

fs/selinux
~/selinux

STEN
'ABLISHED
LISTEN




9. CospaTtb Tam dain test.tmp

¢ @ ssh.cloud.google.com sammyayot254@vm1-centos7:/home/TEST O X

enforcing
nforcing

enabled

allowed

1

10

HactpouTb 3anuck B paiin test.tmp Tekywen AaTbl U BpEMEHU B NPOM3BOJbHOM popmaTe no
pacnuUcaHuio, Kaxable 2 MMHYTbI. (MOXHO nepesanucbiBaTb ¢aiin)
¢ & sshcloud.google.com sammyayot254@vm1-centos7:/home/TEST — O X

GNU nano 2.3.1 File: test.tmp




sammyayot254@vm1-centos7:~

¢ @ ssh.cloud.google.com

11. PasBepHyTb BTOPYIO BUPTYyanbHYO malwmnHy ¢ Centos?7

® 11 o13b1808 % L

# @2 e 0 : My

< q ¢ @& consolecloud

om Obnaunasn Mnatpopma Google

Google Cloud Platform

{E} BbluUCUTENbHBIA B... €  CBefeHWUs 06 3K3eMNNape BUPTYaANbHOR MaLlWHbI s U B = 1] [} & yyuTbCa
Her -
B  BupryanbHaa ma.. ~
Epanamayape!
v
IK3EMNNAPBI BUPTYaNbH. v
LUiaBnoHbl 3K3eMNNAPoB Cetesbie Tern
http-cepsep, https-cepsep
Y3Nbl C EINHCTBEHHBIM @...
3auwwTa oT yaaneHua
W306paKeHnA MaLWnH Ecni aknioueH 4R, aKae HE MOWE anex, Yanain
[ e
ny
KoHbuaeHUHanbHan cnymGa BUPTYanbHbIX
MUrpauua Ans BLIYKCIM... HeTpyAocnocobHuI
3arpy3oMHBIA AHCK
CKMAKN Ha 06A3aTeNbHO Hms Pasmep (IE un Winchposann

B Xpanenue ~

AMCcKKH

1w

<l

vm2-centos? centos-7-v20201112

JlononHmTensHele AMCKH
Het

NoKankHsif AnCK
Het

12. OTKpbITb NOPT AN SSH, ecnu TpebyeTcs.




13. MNpoBepuTb, 4To SSH paboTaerT.

¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:~ o X

14. OTkpbITb TCP nopt 2244 Ha Firewall BHYTpu cucTemsl (BbiKAtouaTs firewall Henb3A)

¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:~ u] X

r
rpm-build-1ik

r/sbin/firewalld —

tarting firewalld
tarted firewalld dynamic firewall daemon.
WARNING: AllowZoneDrifting is enabled., This is considered an insecure configuration option. It will be remo...g it now.

uge -1
firewall-




15. OTKpbITb TCP nopT 2244 Ha ypoBHe 0b1a4HOro cepeuca. (ecam Tpebyetcs)

com Firewall rule details — VPC network — Accenture-Test - Google Cloud Platf... #11 orsuis08 o PB4

Google Cloud Platform & Accenture-Test + Q  Search products and resources

wugaar
n VPC network [ 0.0.0.0/0 @ for example, 0.0.0.0/0, [2]

Second source filter
B8 VPCnetworks Mone - @

s External IP addresses
Protocols and ports @

Firewall Q Allowall

@ Specified protocols and ports

N Routes
«»  VPC network peering tep: 2233,2244
pd  Shared VPC 0O ude )

Serverless VPC access

[ other protocols

a
il Packet mirroring

parated, e.g. ah, sctp

“ DISABLE RULE

. J

<l

16. N3ameHWTb CTaHAaPTHbIM NOPT NnogKatodeHus ana SSH Ha 2244

¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:~ ] X

11-cmd —-reload

systemctl restart sshd.s
tnlp | gre h
tnlp | ar:




17. Cosgatb nanky TEST 8 home KaTanore nonb3oBaTens

¢ @ ssh.cloud.google.com root@vma2-centos7:~ o X

ifying

sudo firewall

18. HactpouTb cnHxpoHusaumio nankm TEST mexay ABymA cepsepamu, Kaxable 3 MUHYTI.

¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:/home o X




¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:/home 9 X

CoszaaTtb nonb3oBaTensa “Accenture” M HaCTPOUTb ayTEHTUDUKALMIO, aBTOPMU3aLMIO NO SSH Katouy Ha
obounx cepsepax.

¢ @ ssh.cloud.google.com sammyayot254@vm2-centos7:~ u) x

Transaction Summary

| 440 kB

a
Installing
Verifying

p tcp 2244
add-

tnlp | gr
talp |

do passwd A
nture.




root@vm1-centos7:~

54, Accenture

54, Accenture

Mokasatb Ny6anuHble IP agpeca a4na 4OCTyNa K cepBepam nog, y4eTHoM 3anuceto Accenture n SSH Katou.
My6nuyHele IP vm1: 35.228.202.200 (nopm: 2233)
My6nuyHeie IP vym2: 35.228.0.134  (mopm: 2244)

BP PuTTY Key Generator ? X
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa ~
AAAAB3INzaClyc2EAAAABJQAAAQEASTgeF09STSURWMbDLOIQIDZIET+XuGdZN1a
GatOIPOFXERTv4!+plevXEzQ3s5c/840PGNeQQ3UY0CsluAdapS3tvt2pW
+LVse/PGTvRTifwOkINy6BWWT
+guQXZadujpg0sTkZXWIKNIGCTFIgnEtSbdVAMHU22JnUMOuvUNIPC1ISNSbXpXSMBA v

Key fingerprint: ‘ssh—rsa 2048 81:74:e5:78:22:6d:a3:bd:6e:9c:ff:45:d1:11:91:18 ‘
Key comment: ‘accenture ‘
Key passphrase: ‘ ‘

Confirm passphrase: ‘

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key I Save private key 1
Parameters

Type of key to generate:

(® RSA () DSA (JECDSA () Ed25519 () SSH-1(RSA)

Number of bits in a generated key: 20438



« { ¢ @& consolecloud.google.com

Google Cloud Platform

3¢ Accenture-Test =

Google Cloud Platform

Search products and resources

P

® 11 ot3p1808

{iﬁ Compute Engine

B Virtual machines A
VM instances
Instance templates
Sole-tenant nodes
Machine images

TPUs

Migrate for Compute Engi...

Committed use discounts

B  storage ~
Disks
W Marketplace

<1

& VMiinstance details /' EDIT ) RESET CREATE MACHINE IMAGE

v

Availability policies

Preemptibility Off (recommended)

0On host maintenance Migrate VM instance (recommended)

Automatic restart 0n (recommended)

Custom metadata

None

SSH Keys

accenture

ssh-rsa AAAAB3NzaC1yc2EAAAABJQAAAQEASTGe.
mBfQ6DqGZB/ssFqk6jkunCzesrw== accenture

Service account
972747301276-compute@developer.gserviceaccount.com

Cloud APl access scopes
Allow default access
Details

Equivalent REST

PUTTY Configuration ? X
Category:
[+ Session A Basic options for your PuTTY session
= Terminal ) -
~Keyboard Specify the destination you want to connect to
- Bell Host Name (or IP address) Port
- Features [35.228.0.134 | 2244 |
= Window
- Appearance Connection type:
 Behaviour (ORaw () Telnet () RIogin @ SSH () Serial
- Translation .
& Selection Load, save or delete a stored session
.Colours Saved Sessions
=} Connection ‘vmz ‘
- Data
- Proxy Er::ault Settings Less
Ron s
R|{}g|n ave
=+ SSH
- Host keys
- Cipher
[+ Auth
LTTY Close window on exit:
X171 O Always O Never @ Only on clean exit
- Tunnels
--Buns v
About  Hep | open |  cancel

G|

#1 LEARN



) @ accenture@vm?Z2-centos7:~ O

TaKkKe y yyeTHoWM 3anucu Accenture f4o/XHbI 6bITb Root npasa.
¢ @ ssh.cloud.google.com root@vma2-centos7:~

MONETARY NAME, NUMERIC FAPER LC_TELEPHONE"™
IME LC ALL LANGU. LINGUAS XKB CHARS]

# Adding HOME to env_keep may enable a user tc

run unrestricted
mmands via sudc

i
# Defaults env_

MACHINE=COMMAND
ion may h ther options a
to run any commands anywhere

ALL) ALL

ture ALL=(ALL) ALL

tware,
5F, DELEGATING, PI DRIVER

mmands

ALL
mount and unmount the
/sbin/umount /mnt/cdrom

hutdown this system




