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https://ru.wikipedia.org/wiki/FTP
https://ru.wikipedia.org/wiki/WinSCP
https://ru.wikipedia.org/wiki/Patch_(Unix)

<sw3.itgroup6t9.local>dis startup
MainBoard:
Configured startup system software: flash:/s2300ei-v100r006c05.cc
Startup system software: flash:/52300ei-v100r006c05.cc
Next startup system software: flash:/s52300ei-v100r006c05.cc
Startup saved-configuration file: flash:/vrpcfg.zip
Next startup saved-configuration file: flash:/vrpcfqg.zip
Startup paf file: NULL
Next startup paf file: NULL
Startup license file: NULL
Next startup license file: NULL
Startup patch package: flash: /52300 V100RO065PHO35.pat
Next startup patch package: flash:/52300 _V100RO06SPHO35.pat
<sw3.itgroup69.local>star
<sw3.itgroup6t9.local>startup
<sw3.itgroup69.local>startup
Upgrading BOOTROM,please wait

system-software 52300-v100r006c00spc800.cc
or a moment...

y
y
f

Info: BOOTROM upgrade is ok.
The new version is 141. Please restart to wvalidate the upgrade.

Info: Succeeded in setting the software for booting system.
<sw3.itgroup69.local>dis star
<sw3.itgroup69.local>dis startup
MainBoard:
Configured startup system software: flash:/s2300ei-v100r006c05.cc
Startup system software: flash: /s23( i—-v100r006c05.cc
Next startup system software: flash:/s52300-v100r006c00spc800.cc
Startup saved-configuration file: flash:/vrpcfg.zip
Next startup saved-configuration file: flash: /vrpcfqg.zip
Startup paf file: NULL
Next startup paf file: NULL
Startup license file: NULL
Next startup license file: NULL
Startup patch package: flash:/S23( J06SPHO35.pat
Next startup patch package: flash: /52300 V100 SPHO35.pat
<sw3.i:group69.local>l

Tenepb Nocne nepesarpy3km KOMMyTaTop HOBbIN pann KoHOUrypaLma cTaHET OCHOBHOM U
CTapbl MOXKHO CNOKOIMHO yaanutb B BIOS nnum B CLI KaK A caenan

<sw3.itgroup69.local>reboot
The system is now comparing the configuration, please wait.
: All the configuration will be saved to the configuration file for the next startup:flash:/vrpcfg.zip, Continue?[Y/N]:Y
ving the current configuration to the slot 0
: Save the confiqguration successfully.
tinue? [Y/N]:Y
g ,please wait.. I

Mocne nepesarpyskn HOBbIN daitn cTan OCHOBHON. Tenepb MOXKHO YAaNUTb CTapbli
KOHOUrypaLMoHHbIN daitn utobbl ocBob6oaNTL MecTo ana patch daiin
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https://ru.wikipedia.org/wiki/BIOS
https://ru.wikipedia.org/wiki/Интерфейс_командной_строки

bwpatch1s.pat 818 Kk8
100006¢

Hapo HasHauuTb patch ¢ainn

Mocne nepesarpysknM KOMMYTaTOpP HOBbIM patch dain ctaHeT ocHoBHOM




HoBbll1 BEPCUA NPOLUMBKA YCTAaHOB/EH

KoHdurypaumm n nobasneHme kommytatop huawei s2300 B MOHUTOPUHT

Hy nto60oit HopmanbHbI UT cneumannct 3HaeT, YTo He HGbiBaeT 06LWMIA HACTPOMKM AN1A CEeTEeBOM
o6opynoBaHue Bce 060py0BaHMA HYXKHO HAaCTPOUTL MO HAa3HAYeHMIO UK 3aaa4uun. [oaTomy A byay
BCEro /iMWb 06bACHUTb 6A30BbIN HACTPOMKMU.

= Sysname — UCnosb3yeTca AN HasHaYeHNe MMA KOMMYTaTop

=  FTP server enable — Bkntoyaet cnyby FTP

= Info-center loghost — 3aecb HazHauMm cepBep A1 MOHUTOPUHT
= Dns resolve — enable (Bntouem)

=  Dns server — HazHauum dns cepsep

=  Dns domain— Ha3Hauymm dns domain

= Vlan batch 2 to 4094 — ananasoH gnda vlan noakntoveHue

= |ldp enable — Bkntoumm Link Layer Discovery Protocol (LLDP) gns o6HapyKeHus coceaHnX
ceTeBble 060pyA0BaHMSA

= dhcp enable — Bkatoumm dhcp

= dhcp snooping enable — Bkatoumm dhcp snooping

= acl number 3999 — co3gaaum access list Hanpumep ( rule 20 permit ip source 192.168.25.25 0)


https://huawei-rus.com/

= co34aAuM HyxHble Ham vlan, Bkatounm dhcp snooping n HazHauum dhcp snooping trusted
interface, o6paTnTe BHMMaHMe 4To dhcp snooping HYXKHO BK/OYATL TONILKO eCn 060pyaoBaHUe
KOTOpble NOAKAOYEHbI B NApPTbl NogKAtoyatoTca yepes DHCP

" CO3434AMM YYETHbIN 3anncu aas agMMHUCTPATOpP

= |ocal-user admin password cipher (nMwem naponb)

= |ocal-user admin privilege level 15 (HasHaYMMm MaKcMManbHbIM NpUBMUIErUs)

= |ocal-user admin ftp-directory flash:/ (HasHaumm ampektopusa gaa ftp )

= |ocal-user admin service-type telnet, ftp, http (HasHaumMm cayKby AocTynHble aaAMUH)
= ntp-service unicast-server (HasHauMMm ntp server )

ntp-service unicast-server 132.163.96.2

ntp-service unicast-server 88.147.254.232 preference

= interface vlanifl (Ha3Hauum ip address interface vlan 1 1 11)



https://ru.wikipedia.org/wiki/DHCP

= snmp-agent (BKAOYMM SNMp)

= snmp-agent local-engineid (HasHauum engine ID gns SNMP agent)

= snmp-agent community read cipher (Ha3HauMm naponb gns snmp-agent community)

= snmp-agent sys-info location (HasHauMm mecTo nonoXKeHus obopyoBaHMA)

= snmp-agent sys-info version v2c (Tak Kak Mbl UICMOAb3yeM SNMp V2C Mbl ero Bblbrpaem)

= undo snmp-agent sys-info version v3 (oTKAto4aem snmp v3 TaK Kak Mbl UICMOIb3yeM TONIbKO
snmp v2c NpuYMHa B TOM Y4TO HONbLIMHCTBO 060pYyA0BaHMA NOAAEPKMBAOT SNMP V2C YeM
snmp v3 NoToMy 4TO OH Hbosiee cTapee Yem snmp)

= ip route-static (ana KoHPMrypauma unicast static route)

d cipher

= user-interface vty 0 4 ( uHTepdenc Ana yaaneHHbIn nogkntodeHuns yepes telnet)

= user privilege level 15 (Ha3HauMM NONHbIV NpaBa AN YAAJEHHbIN NOAKAOYEHWA)

= authentication-mode password (HasHa4yMm cnocob NogKNtOUYEHUA password KPOMe HEFO MOXKHO
MCNONb30BaTb Aad cNocob NOAKAOYEHMA KOTOPbIV NO3BOJIAET NOAKAOUMTCA NO YYETHbIN 3anNuch

)

= set authentication password cipher (HasHaunum naposb A41a NOAKAOYEHMUSA)

acl number 2005

rule 5 permit source 192.168.100.0 0.0.0.255
rule 10 permit source 189.162.186.87 ©

rule 15 permit source 72.11.139.33 0

rule 20 permit source 192.168.16.0 0.0.0.255
rule 5 deny source 10.1.1.0 0.0.0.255

rule 12 deny source 10.2.2.0 0.0.0.255

CnucKu ynpaBieHua 4oCcTynom nogpasaensatorca Ha 6a3osbii ACL, pacwumnpeHHbln ACL, ACL ypoBHA 2,
ACL nonb3osaTtens. 3TM CNUCKM YNPaBAeHUA AOCTYNOM MMEIOT pa3Hble AnanasoHbl Homepos. A
noslydeHuA A0NONHUTENbHON MHPopmaLmm cm. pasgen Knaccudurauma ACL. Bbl Takke MorKeTe
onpeaennTb UMA CMMUCKA YNpaBAeHMA AOCTYNOM, YTODObl 3aNOMHUTb €ro HasHaveHue. B aTol cutyauum
umsa ACL noxoxe Ha LOMeHHOe umsa, npeactasnatowee IP-agpec. Takol CNMCOK ynpaBaeHMA JOCTYNOM
Ha3bIBaeTCA UMeHOBaHHbIM ACL.

MpaBnNO: ONUCLIBAET YCNOBMA CONOCTaBAEHNA NakeToB. NaoeHTUdMKaTop npasuna: onpeaenser
npasuno ACL. UaeHTUdUKATOPbI NPaBUA MOryT ObiTb YCTAHOB/IEHbI BPYYHYHO WM aBTOMaTUYECKM
BblaeneHbl cuctemont. UaeHTuduKaTopbl npasua ACL Bapbupytotca oT 0 ao 4294967294,
NaeHTUdMKaTOpbl NPaBUA B CMCKE YNpaBAeHUA AOCTYNOM pacnpeaensatoTca B NOpAAKe BO3paCcTaHMA.
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